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Abstract

While attention mechanisms have achieved

excellent performance in image recognition, target

tracking and natural language processing, little

studies have been done on attention based

steganalysis. In order to verify the performance of

attention mechanism in deep learning-based

steganalysis, this paper presents the first image

steganalysis model based on multilayer attention

mechanism, which applies a dual-residual structure

network to effectively enhance the transmission of

steganographic signals in the deep network, and

introduces a multilayer attention module to

aggregate convolutional features and obtain channel

attention through an interactive local cross-channel

strategy, and to feed the feature map with the

aggregated channel information by pooling into the

convolutional layer to obtain spatial attention,

effectively improving the model's ability to capture

steganographic data. The experimental results on the

BOSSbasev1.01 dataset and BOWS2 dataset

demonstrate the effectiveness of the proposed

method, which achieves comparable or leading

results compared with the current mainstream

algorithms.

Introduction

In this paper, an image steganalysis method based on

a multilayer attention mechanism is proposed by

incorporating the attention mechanism into a deep

residual network, which effectively improves the

steganography detection accuracy by incorporating

channel attention and spatial attention into the

designed dual-residual network. The main

contributions of this study are summarized as

follows:

a) Optimize the channel and spatial attention module,

propose a new attention module, and apply the

attention mechanism to image steganalysis, and

verify the effectiveness of the attention mechanism

for image steganalysis.

b) A steganographic detection network with a dual-

residual structure is proposed, which can effectively

improve the transmission of steganographic data in

the deep network and improve the steganographic

detection accuracy.

c) Experiments show that the method in this paper

achieves comparable or leading steganalysis results

compared with current mainstream algorithms.

Conclusion

In this paper, an image steganalysis method based on multi-layer attention mechanism is proposed to

improve the sensitivity of the model to steganographic data and enhance the feature extraction by

optimizing the spatial and channel attention mechanisms. Meanwhile, the designed dual-residual

structure can effectively avoid the gradient disappearance and better retain and identify the

steganographic noise. The analysis of image steganalysis in various scenes in this paper proves the

effectiveness of the attention mechanism on steganalysis. The comparison with some current

mainstream algorithms on the public datasets of BOSSbasev1.01 [23] and BOWS2 [24] shows that the

method in this paper achieves comparable or leading results on image steganalysis. For further work, we

plan to optimize the architecture of the dual-residual structure and the position of the attention module to

further explore the role of the spatial and channel attention mechanism on steganalysis, and reduce the

complexity of the model and improve its performance.

Method

1) Channel attention: the Efficient Channel Attention (ECA) module in ECA-Net [12] implements a

local channel interaction strategy to obtain channel attention through one-dimensional convolution,

which avoids the methods of SENet [10] and CBAM [11] that reduce and then recover the channels, but

only uses a global average pooling layer to aggregate the information of every channel. Considering that

the pooling operation is less burdensome to the network model, this paper further aggregates spatial

information through both the global average pooling layer and global maximum pooling layer to

enhance the rationality of channel weight assignment, and then implements the local cross-channel

interaction strategy through the one-dimensional convolution with shared parameters. The number of

channel interactions adopts an adaptive method to decide which is the size of the one-dimensional

convolution kernel.

Experiments

To verify the performance of the algorithm in this paper, the datasets used in the experiments include

BOSSbasev1.01 [23] and BOWS2 [24]. The dataset BOSSbasev1.01 contains 10000 grayscale images,

and all the images are resampled to 256*256 size, and then the content adaptive algorithms such as

WOW [19], SUNIWARD [20] are used to embed steganographic data on the images according to

different payloads. In this paper, the BOSSbasev1.01 dataset is divided into 4:1:5 for training, validation,

and testing, respectively, and the training set, validation set, and testing set do not overlap with each

other.
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